IOTIQ MobiVisor
Why you should consider a
MDM now

About us!
We are a young, dynamic company from Leipzig and
develop solutions with IoT technologies for Industry 4.0.
We live in a fast growing world where IT needs and
problems emerge faster than the solutions - so our
creativity and mission knows no boundaries and our
team family wants new blood in the areas of sales and
marketing,
software
development
and
project
management.
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Data Security is a core issue
What is the GDPR?
The General Data Protection Regulation (GDPR) is
one of the most important laws in Europe. Thanks to
it, the private data of individual citizens are handled
with much care.
It applies to all companies, offices and associations
that are located in the European Union.
In summary, the GDPR contains guidelines for:
The conditions under which data can be
collected, the rights of the data owners, the
obligation of businesses to state their reason for
collecting data and how they mind to use it. A
record of preparatory activities is also
mandatory.
The obligations of businesses to install data
security contracts as well as a person who is
responsible for data security and accountable for
how data is managed.
All kinds of person-related data

If you own a business or are an association, you are
responsible for protecting the data of your customers
and members. The more sensitive the data is, the higher
the level of protection must be.

Which consequences do you face when breaching
the GDPR?
Since May 2018 the GDPR applies to all businesses, no
matter their size or category. If businesses do not
implement the GDPR they might face high fees up to 20
Million Euro or up to 4% of their yearly income.

Which challenges do businesses face?
Although the GDPR is already over three years old, it's
still challenging for many companies to apply rules and
guidelines.The GDPR also is not yet settled definitely but
rather still in progress - adapting to new developments
regarding social networks, tech and IT. This way it should
ensure to always be applicable to the reality of daily
business life. Of course this also means that businesses
constantly have to be informed about changes and
adapt them into their data security policies. Thus, they
constantly have to be aware of ways to protect data
from being stolen by third parties or getting lost. A data
security concept has to be naturally very complex to be
able to handle all these problems with care. This is very
important, since every business is held accountable if
data breaches appear that might end up causing the
data owners harm.

Where does data security stop?
Or asked the other way round: does data safety and
protection stop anywhere? It should be clear: having a
secure email platform is not sufficient in providing
adequate protection.
Data safety is much more than that – especially since
many employees started working from home with the
beginning of the pandemic. This development brought
new security issues, which is why some businesses were
not equipped to offer the home office option.
Just to name an example: every access point to company
data would have to be secure and data which is stored in
a cloud has to be secured with GDPR-compliant access
rights. And since many employees use mobile devices to
work, like a smartphone or tablet, it is important to
secure these devices against data theft.
In general, businesses don’t only have to regard the
safety of the communication tools they use to inform
each other internally, but also the communication with
persons outside of their organisation. That also means
that the transfer of important documents and company
related data, for example customer addresses and so
on, has to be highly secured.
Businesses are therefore obliged to set up a secure
infrastructure to manage all these security concerns and
govern their mobile devices accordingly.
And that's where the need for a MDM arises.

What is an MDM?
MDM - what does that mean exactly ?

Every business uses different devices: laptops, mobile
phones, tablet computers, scanners and also desktop
PCs. For the IT administrators this means that their daily
work consists of managing the devices, securing them
against threats and also setting them up in compliance
with GDPR. Only this can ensure that all workflows work
smoothly and safely. In the past all these devices were
mostly in the offices and therefore in direct reach of the
IT administrator. If an error of any kind occurred, it was
solved directly by taking the device with them or solving
the error on the desk of the employee. Now that many
employees have switched to home offices, IT is getting
more mobile than ever. IT administrators and the
devices they have to manage are often not in reach
anymore. In the end, these changes also pose new
challenges to the businesses: a change of employees,
the switch of faulty devices or the set up of new devices all these tasks may take even more time when the
administrator has no immediate access to every device.

How to keep the overview of all these devices?

Especially mobile devices that are on the road with
employees are easily overlooked and forgotten. Devices
can be lost or not work how intended.
The more digital a business is, though this poses many
advantages, the higher the stakes are in regards to the
management of the mobile devices.
This is the reason why MDM systems like MobiVisor
were developed.

How does an MDM help me manage all my
businesses mobile devices?
The main task of a MDM is to provide a platform from
which all mobile company devices can be easily
managed. There are some differences in regards to the
extent of features and functions between different
MDMs. Taking MobiVisor as an example, we want to
show how different areas of the management of mobile
devices are covered by an MDM.

Data safety/data security

Restriction of the usage of non-GDPR compliant apps
and applications
Restriction of general non-GDPR compliant device
functions (for example the installation of unsafe
apps)
Blocking apps and websites you do not want visited
Setting up a safe internal communication structure,
for example using MobiVisor Messenger

Management of mobile devices
Registration of all devices on one central platform
Uniform and automated setup of the devices
Overview of all active and inactive devices and users
Classification of users in groups and assignment of
policies

Support of the employees

Real-time remote support of the employees
Lost-mode, in which the device can not be used from
others, if the devices gets lost or stolen
Localisation of lost devices
Automated installation of work app/company owned
apps
Set up and enrollment of devices without employees

MDM and data security
Because of the German GDPR as well as other European
data safety guidelines, businesses are obliged to secure
data and content against security gaps or abuse.
An MDM provides the platform for this big task: with it,
the company can implement different settings to
prevent data, like customer - or employee information,
from getting outside.
According to the data security guidelines of your
company, you can decide which applications are allowed
and which are not.

WhatsApp as a tool for
communication?

Of course, in a modern company, all employees must
have a fast and effective way to communicate with each
other - and not all companies use applications like
Microsoft Teams.
A commonly used alternative is WhatsApp, often also
because many of the employees are already using the
app and are therefore familiar with it. Beware:
WhatsApp is not hosted in Germany, which impacts the
security of the data. Because it is so widely used it is a
favored target of hacker attacks.
To ensure data security, it is advisable to change
WhatsApp for a safe Messenger, like MobiVisor
Messenger - an extension of MobiVisor MDM. Via MDM
you can also easily prevent WhatsApp from being
installed on work devices and thus getting access to
sensitive data.

Surfing the internet during work
hours?

The internet is our daily companion. It can’t always be
used without restrictions, though, especially in jobs
where sensitive customer data is worked with. To
prevent the work device from being used improperly, it
is possible via MDM to specify a secure wifi connection
or to exclude the downloading or sending of files.
Employees can also access the internet in a particularly
secure manner via a VPN, which in the case of
MobiVisor, for example, is simply installed as an app on
the device. This way, you ensure that no one outside the
organization can access data.

Why is the use of an MDM worth it?

In principle, the use of an MDM is worthwhile even with
just a few devices.
Whenever there are mobile devices in the field, or if
employees should be allowed to use their work devices
privately, the use of an MDM makes sense. An MDM is
not limited to certain device types or industries, but can
help you in various scenarios to provide your employees
with the latest technical devices and to make sure that
they work optimally.
With the help of an MDM, you can equip different areas
of your company with the appropriate devices and
applications. In doing so, MDM helps you to be more
efficient and save time when setting up devices.

What do you have to be aware of when choosing a
MDM?
Above all, an MDM should be a relief. Therefore, when
deciding on an MDM, pay attention to the following
points:
Clear, easy-to-learn operation

Devices, users and their status are visible

You can define policies for individual users as
well as for groups.

You have extensive options to set restrictions
and permissions for enterprise devices

You can set up the single app mode

There is the possibility of remote support via the
MDM.

MDM in your company
When does an MDM make sense for my
company?
Regardless of your company size, using an MDM makes
sense. First and foremost, an MDM ensures secure
endpoints. Thus, it allows IT admins to protect all devices
and company data from unauthorized access. Small
businesses in particular should take into account that
60% of small businesses go out of business within 6
months (source!) because they fall victim to
cyberattacks. It doesn't matter at all whether you have
50 or 500 devices, MDM makes your job easier either
way. Your IT admins get total control over your
enterprise devices with an MDM and can configure the
software, restrict the device to using a single app (single
app use), block certain websites and content, and much
more. Instead of doing all this for each device
individually, you have the chance to implement this
centrally with an MDM.
*nasdaq.com, Joe Breaux, "Where Enterprise Mobile Security Falls Short" , 11.10.2021

Plus, an MDM is always good for troubleshooting
remotely. Small businesses are especially relieved here,
as they usually have fewer devices, so reducing device
downtime is especially important. Real-time support is
thus an essential and indispensable part of device
administration that can be benefited from.

MDM and private use of corporate devices

Many companies want to enable their employees to use
their mobile work devices privately or even use their
own private devices for work.
This has some positive effects:

Positive
employer
branding

Work can be
taken
up
quickly and
effectively
with
familiar
devices

The
employee's
workload is
reduced, as
they only
need one
device

However, with private use also come challenges for
companies. These include, above all, data protection
guidelines that must be strictly adhered to and, as a
result, applications that cannot be used on the device.

How can employees be equipped with mobile
devices?
In general, the company has two options to ensure that
the security of corporate data is not compromised:

Device Owner:
A mobile device is exclusively used for work.

Device Owner (+Work Profile):
A mobile device can be used for work as well as
privately. It it registered as such in the MDM.

Device Owner

This is the option that ensures you always have full
control over the device. You can still allow employees
via MDM to add a private Google account or use
certain apps, for example. Likewise, you can also
prevent certain apps from being used and completely
exclude private use.

Applies, for example, to::
Pure
enterprise
devices
(Device
Owner)

Industries
with
increased
security
requirements

Devices that
are used for
work
documentation

Tip: Before purchasing an MDM, think carefully about
the authority you can grant employees, as this will
affect the scope of access to the device.

Device Owner (+ Work Profile)

In this case, the device automatically sets up both a
private area and a business area on the device. It is
not possible to transfer data from one area to the
other. Depending on the operating system, the
administrator has no or less access to the private area
of the device. Thus, the employee can use the device
here almost freely without jeopardizing business data.
In the business area, the administrator can set up
extensive restrictions as usual.

Finds application for example with:
Devices that the
employee brings
with them (Bring
your Own Device)

Devices that are
provided by the
company but may be
used privately
(Company Owned,
Privately Enabled)

Can't you just ban apps?

Many companies have a comprehensive data privacy
declaration that employees have to read and sign
regularly. In most cases, this also includes that company
and customer data may not be passed on. However,
there is often no indication of which apps are specifically
prohibited. And even if this information exists, a mere
ban alone cannot ensure that this is also adhered to. Of
course, you do not want to treat your employees with
mistrust, but it is still necessary to define the use of
mobile devices in the company from the outside by
means of an MDM. Not only does this give the company
the assurance that all employees are actually complying
with data protection regulations, but the employees
themselves also know that they cannot do anything
wrong.

Hardware recommendations

An MDM like MobiVisor is designed to manage
enterprise mobile devices. Accordingly, it can basically
be installed on all cell phones and tablets. MobiVisor
MDM recommends:

Apple iPhone/ iPad
Are preferred by some companies due to their
operating system and extensive apps
Are not very error-prone and offer regular patch-ups
and updates, even after many years of use
Have their own high standards in terms of data
protection and encryption

Motorola device (from Android 5)
Offer low-cost, entry-level devices that are easy to
use without prior experience
Durable and robust
Have a very clean Android operating system, which
has hardly been changed by the manufacturer. This
is an advantage, as it means that features and
restrictions work as Android specifies.

Samsung Geräte (from Android 5)

Are robust, durable and offer the most
comprehensive features in terms of MDM
Provide remote support via real-time video. A real
benefit in the field!
Both tablets and cell phones
Samsung also has dedicated business devices

Rugged Devices
- especially robust devices for outdoor usage
These are offered by the following brands, for
example:
Nokia XR20, Motorola Defy, Samsung Galaxy XCover
Pro, CAT S62 Pro.
In addition to the highest resistance to external
influences, other factors such as handling,
ergonomics, display quality, battery life and, above
all, the highest availability are important.
Are used e.g. in logistics and warehouses of trade
and industrial companies, transport services and
freight agencies, ticketing of German and
international railroad companies, parking space
managers and public services

MDM vs. Container App

Especially companies where employees are allowed to
use their own devices often think about using a
container app.
A container app is created specifically for the company
and can contain all important applications and access.
The container app practically exists as a closed system
on the mobile device, from which no data can be
transferred to the rest of the private usage area. Thus, a
container app can support device management. You can
think of it as a secure "island" on the device.

ABER:
The sole use of a container app is not recommended,
because the administration of the devices is not
managed centrally even with a container app. This is
only accomplished by an MDM. Additionally, many
container apps are proprietary and only work on certain
operating systems or certain devices. So if different
devices are used in the company, this can quickly
become confusing.
Of course, you can combine the MDM with the Container
App: through MDM, for example, the Container App is
quickly and easily installed on the devices and prevents
it from being uninstalled.

FAQs
I need an EMM - is an MDM even enough? ?
Yes, as MobiVisor MDM offers exactly the same feature
set to manage mobile devices.

Isn't an MDM spying on employees?
No. Your employees don't have to worry about being
spied on or controlled. With MobiVisor, administrators
only get device-specific information - not personal
information.

What is the difference between on premise and
cloud?
Your personal mobile device manager can be hosted
either on your own server (on-premise) or in our secure
cloud.
Of course, the decision for one or the other depends on
the circumstances of your company. For example, if your
company has particularly strict data policies that prohibit
data from remaining off-site, an on-premise solution is
the best choice.
If you do not have the option of an on-premise solution,
then your MDM can be hosted on our secure servers,
which are located in Germany. Of course, with both
solutions you will benefit from the latest updates and
innovations of our MDM.

You are not sure which solution is the right one for your
company? We will be happy to advise you on this! Your
data's security is important to us.

Is it possible to test an MDM?
Of course you can test MobiVisor MDM fully and without
commitment. We are always available to assist you with
consultation and subsequent implementation of
MobiVisor. We are especially proud of our immediate
support - anytime by phone or e-mail!
Our customer consultants Toni Voß and Saskia Riechers
are available to answer your questions.

Toni Voß
toni@iotiq.de
+49 1578 3020995

Saskia Riechers
saskia@iotiq.de
+49 176 1500 6080

How do I obtain an MDM?
Are you planning to purchase completely new
devices and manage them with MDM?
You should consider whether to order the devices
directly as enterprise devices from the manufacturer or
independently. For example, if you order an Android
device directly for an enterprise, it will already arrive
with Android Enterprise, the operating system
specifically for enterprise devices. The advantage is that
more MDM functions exist for Android Enterprise.
If you want to register Apple devices, you also need an
Apple Enterprise ID.
Since Apple checks each enterprise for legitimacy, it may
take a few days for you to receive this and proceed with
device registration.

Should existing devices and/or employee devices
be included?
Here you need to keep in mind that existing devices
need to be completely reset in order for the MDM to
work fully. Therefore, be sure to remove (or arrange for
the removal of) important data from the devices
beforehand and back it up elsewhere.

Enrollment - as simple as possible is the motto!
Depending on which of the two variants you choose, the
enrollment of the devices in the MDM differs slightly.
Using MobiVisor MDM as an example, we would like to
show you that the implementation of an MDM can be
quite simple:
You have a cell phone that you want to register in
MDM. The phone is reset to factory settings and
ready to go.
You have received your personal MobiVisor domain,
which you now open in your internetbrowser
You go to "Users" and create a new user.

Now the actual enrollment starts: this works
especially easy via Device Owner QR Code. To use
this, go to your user and select DO QR Code.
Take the device in hand and tap the display 5-7 times
in quick succession. As soon as the camera opens,
scan the DO QR

The device now knows that it will have MDM
installed. Follow the instructions of the device step by
step. The MobiVisor MDM app will also be installed
automatically.
You can now connect the device to the user. The
MobiVisor app will prompt you to add a user. To do
this, you can simply scan the QR code located next to
the user on the domain.
You can now connect the device to the user. The
MobiVisor app will prompt you to add a user. To do
this, you can simply scan the QR code located next to
the user on the domain.

Grant all permissions. This will fully enable the MDM.

The device will now show as active on your MobiVisor
domain and the enrollment is complete.
As you can see, enrollment is very simple. The example
above describes the process for a single device, e.g.
when new colleagues join.
Of course, multiple devices can also be enrolled quickly.
Feel free to ask us about your individual situation and
we will be happy to advise you!

Just write to us at:
info@iotiq.de
Just call us directly:
+49 1578 3020995

Tip: You can also test the above procedure yourself! To
do so, request our free, non-committal test environment
and try out all the functions yourself. Click here to get to
the test environment.
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Business and
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Saskia Riechers
Customer Care
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